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Terrorist crimes on virtual platforms have become a serious threat to security. In this context, the use
of artificial intelligence (Al) to identify and address these threats has become a key priority in the
field of security. This technology plays an important role in identifying suspicious patterns and
analyzing data, but it faces challenges such as privacy protection and accuracy in detection, which
require responsible and balanced governance to overcome. Additionally, there are significant gaps in
the legal frameworks and oversight mechanisms for Al governance, which need fundamental reforms.
These gaps include the misalignment of laws with the rapid pace of technological advancement and
the lack of legal frameworks for international cooperation. Therefore, the development of new laws in
areas such as human rights, privacy protection, algorithmic transparency, and international
collaboration is essential for effectively combating terrorist crimes, ensuring the appropriate use of
Al, and safeguarding individual user rights. This paper emphasizes the importance of creating
transparent governance structures based on human rights principles in the use of Al technologies and,
through documentary and descriptive-analytical methods, analyzes the role of Al governance in
identifying, preventing, and reducing terrorist crimes on virtual platforms. It seeks to answer the
question “How can Al governance be effective in combating terrorist crimes on virtual platforms?”
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1. Introduction

In recent years, cyberspace has assumed a critical role in global security and international relations, as
the widespread reliance of societies and organizations on modern technologies has transformed the
distribution of power and methods of influence. Digital capabilities, based on access to technology
and the skillful use of it, have diminished the exclusive authority of traditional power rooted in force,
enabling individuals and groups to exert direct influence. These capabilities are exploited not only for
peaceful purposes but also by terrorist groups for planning operations, infiltrating information
networks, and conducting sabotage, highlighting the growing importance of cybersecurity.

The expansion of the internet and smart technologies has increased economic opportunities and access
to services, yet it has simultaneously created a fertile ground for cross-border crimes and terrorist
activities. The transnational, anonymous, and technically complex nature of these threats underscores
the need to employ intelligent technologies for data analysis, detecting suspicious patterns, and
responding rapidly to threats. Responsible use of artificial intelligence, combined with smart
governance and proactive policy-making, can serve as an effective tool to counter cyber threats.

2. Methodology

This descriptive-analytical study examines the role of Al governance in preventing and combating
cyberterrorism. Data were collected from library and documentary sources and analyzed using a
critical and comparative approach. The findings emphasize the effectiveness of Al tools, ethical and
legal considerations, regulatory limitations, and the importance of technology governance in
managing terrorist threats, providing a framework for the effective use of this technology.

3. Results and Discussion

In recent years, the advancement of emerging technologies, particularly artificial intelligence and
digital platforms, has posed complex threats to international security and human rights. Terrorist
groups exploit digital tools to promote extremist activities, plan attacks, and evade surveillance. In
this context, international cooperation is crucial, and global organizations such as the United Nations
and the European Union can, by developing coordinated laws and conventions, both safeguard human
rights and provide countries with the tools to counter digital threats. Governance of artificial
intelligence should be based on transparency, accountability, and respect for fundamental human
rights.

The Global Program to Combat Cyberterrorism (2020) is an example of international efforts to
enhance capacities for addressing emerging technological threats. By strengthening critical
infrastructure, reinforcing the criminal justice system, and collaborating with the private sector to
collect digital evidence, the program enhances member states’ abilities to confront digital threats.
Furthermore, UN Security Council resolutions oblige countries to cooperate and coordinate to prevent
terrorist groups from exploiting digital spaces.

The International Convention on Cybercrime (2010-2024) criminalizes offenses such as unauthorized
access, illegal surveillance, data destruction, sexual exploitation of children, and digital money
laundering. However, concerns remain regarding extensive governmental powers and insufficient
privacy safeguards. Artificial intelligence can play an effective role in detecting and preventing
terrorist activities, provided that a balance between security and human rights is maintained.
Establishing coordinated frameworks, adhering to ethical principles, and strengthening international
cooperation for information sharing are essential for effectively countering the threats posed by
emerging technologies.

4. Conclusions

Cyberspace, with its strategic importance in economic, political, and security domains, has become a
fertile ground for terrorist activities. These threats include propaganda, recruitment, espionage, and
the sabotage of information infrastructures, which are amplified by advanced technologies such as
encryption and sophisticated surveillance tools, requiring multi-level and technological
countermeasures. Artificial intelligence is both a threat and an opportunity; it can make terrorist tools
smarter and automate human tasks, while simultaneously enhancing the capabilities of law
enforcement in detecting and preventing cybercrimes. Proposed solutions include training and
equipping judicial and security personnel, reforming cyber laws, expanding international cooperation,
and leveraging technology in compliance with legal and ethical standards. Effective countering of
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digital threats necessitates a comprehensive, multi-sectoral approach based on ethical governance and
global standards.
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1 .Natural Language Processing (NLP)

2 .Deep Neural Networks (Deep Learning)

3 .https://www.chathamhouse.org/sites/default/files/2019-08-07-AlCounterterrorism.pdf

4 https://www.wired.com/story/google-youtube-ai-extremist-content/

5 .https://www.tmmm.tsk.tr/publication/researches/21-TheWeaponizationofAl-TheNextStageofTerrorismandWarfare.pdf
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1. https://unicri.it/News/-Countering-Terrorism-Online-with-Acrtificial-Intelligence
2 .https://www.un.org/counterterrorism/cct/programme-projects/cybersecurity

3 .https://main.un.org/securitycouncil/en/s/res/2178-%282014%29

4. https://main.un.org/securitycouncil/en/content/sres23962017
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1. https://www.stimson.org/2024/un-security-council-cyber-threats-to-international-security/

2 A/RES/60/288

3. https://documents.un.org/doc/undoc/gen/n05/504/88/pdf/n0550488.pdf

4 https://unicri.it/News/-Countering-Terrorism-Online-with-Artificial-Intelligence

5. Global Counter Terrorism Programme on Cybersecurity and New Technologies;

https://www.un.org/counterterrorism/sites/www.un.org.counterterrorism/files/mya_project_itemid_27.pdf
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7. https://learn.unoct-connectandlearn.org/course/index.php?categoryid=26

8. Online Terrorist Financing

9 Delhi Declaration on Countering the Use of New and Emerging Technologies for Terrorist Purposes, New Delhi, India, 29

October2022,https://www.un.org/securitycouncil/ctc/sites/www.un.org.securitycouncil.ctc/files/outcome_document_ctc_special _
mtg_final_e.pdf
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1 .Resolution 74/247 of the United Nations General Assembly. “Countering the use of information and communications
technologies for criminal purposes,” A/Res//74/247 adopted 27 December 2019; available at https://documents-dds-
ny.un.org/doc/UNDOC/GEN/N19/440/28/PDF/N1944028.pdf?OpenElement.
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- https://project-disco.org/privacy/draft-un-convention-against-cybercrime-implications-for-digital-global-governance/

3. https://www.unodc.org/unodc/en/cybercrime/convention/home.html

https://www.unodc.org/documents/Cybercrime/AdHocCommittee/Concluding_session/Documents/A_AC.291_22_Rev.1_E.pdf
4. “Draft United Nations Convention against Cybercrime”, UN General Assembly, A/AC.291/L.16, New York, 29 July—9 August

2024, 7 August 2024, https://documents.un.org/doc/undoc/gen/v24/055/48/pdf/v2405548.pdf
5 UN. Ad Hoc Committee to Elaborate a Comprehensive International Convention on Countering the Use of Information and

Communications Technologies for Criminal Purposes, [New York]: UN, 7 Aug. 2024
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7 https://www.unodc.org/documents/Cybercrime/AdHocCommittee/Comments/RF_28 July 2021 - E.pdf

8 https://unu.edu/cpr/blog-post/understanding-uns-new-international-treaty-fight-cybercrime
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2. Convention on Cybercrime, Budapest, 23.X1.2001, European Treaty Series - No. 185, https://rm.coe.int/1680081561
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- Council of Europe, “Second Additional Protocol to the Budapest Convention adopted by the Committee of Ministers of the
Council of Europe”, Strasbourg, 17 November 2021, available at: https://www.coe.int/en/web/cybercrime/-/second-additional-

protocol-to-the-cybercrime-convention-adopted-by-the-committee-of-ministers-of-the-council-of-europe.
4.2018 Octopus Conference on Cooperation against Cybercrime, https://rm.coe.int/3021-90-octo18-keymessages/16808c67bb

5. The Conference program of the 2018 Octopus conference on cooperation against cybercrime is available at:

https://rm.coe.int/3021-90-0cto18-prog/16808c2b04.
6. Activities of the Council of Europe on Artificial Intelligence (Al), 9 May, 2018, available at: https://rm.coe.int/cdmsi-2018-

misc8-list-ai-projects-9may2018/16808b4eac.
7. See the presentations of this panel at the Plenary Closing session of the 2018 Octopus Conference, available at:

https://www.coe.int/en/web/cybercrime/resources-octopus-2018.
8.2021 Octopus Conference on Cooperation against Cybercrime, https://www.pseti.psu.edu/the-order-of-the-octopus-2021/

9 The presentation and materials of this panel are available at: https://www.coe.int/en/web/cybercrime/workshop-cybercrime-e-
evidence-and-artificial-intelligence.
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https://rm.coe.int/cdmsi-2018-misc8-list-ai-projects-9may2018/16808b4eac
https://www.coe.int/en/web/cybercrime/resources-octopus-2018
https://www.coe.int/en/web/cybercrime/workshop-cybercrime-e-evidence-and-artificial-intelligence
https://www.coe.int/en/web/cybercrime/workshop-cybercrime-e-evidence-and-artificial-intelligence

" e . /,.» & " :/
\AA// (rY)JLNFd )/U/\:/)J/W‘Jbu’/fu}"/f/pj ...U’L«M.JJU
porsy . . ° - .

Ol @y poge 1€ iz ooliiwlig s g iz el ply 0 (5 Sl calem 550 50 Loyl slsd (gendlsiSH
Cogid ol 10 5055 5l ol gl p wlwl (Boim polas Jelis a5 ol Madlip ovalae S Tyl sly5 a5l Y
5 QB35S adde malyz boj)lee jolane ar (ygundless cpl ol las (5355 sl oolitl sgun 5 (i (2S00 Aoz 5l (i
o188 gzl s cgmai 4 pile | de (gloje iS¢ el (6,00 Cugi b il 5l iz slroslii g 5l (5 Sty
5 @lolid 4 (egas (B9a slas sl 5l s pFo s b (el (nl il 2 odle S oo mal > (ol b abilie sl clie
@bolicd ) Sl s lyime Conl 3B eginan Aon wleioo S by LS )3 (i slrosliiwlegus ) (6 iy
ol Bae aes arng Jloms glad ;o (505 5l Colex ln 1) ool uizres iS5,y 1@ (o yts 1 g 00,8
el Jlazms sLad o 35S Bedx 5l cbiliz g iz sbroslitulegus 5 (6 2 Siy St cOgunslysS

O3emadlsiS &y py e T« Sl g i g U5 dde Cigis Loyl g (65Kt 9550 50 gl (sl)5 (ygeadlsisy
O 3l g ablie g Sigis 53 52 pln 50 () 5l Sales ol (ol Baa &5 el byl ()9t slaosalas 51 Sos (So « gl
aS Gl S8 5ol pldl o gl ey gumnilsiS ol il (Sl Cigid gladis ales 5l L5 ade Cogis JSol dan (0
(S igiS Sl Sty p g el €L aple Sig 22 Lo lee sl aelr 90, 5 G5 szl SO sl eve
2,18 35 503 woie (Lo e codid 5 B0 5l Culex
S (i sbaalle jloslitul (gilme GlogS ;5 (55 bz b ablie sl (Mollinn (Boi> 3 S0, oz )la o
5 8 ool b agzlse ol JolS Solol 55 Sl 5 b ololis 51 oyl Lol el 0, Jlo 4 6,88 o pllai o
S walsb onl pogdle 55 S5 eolitwl 3550 0 y3e SBlaal sl 555k8 (ul &S Sl ohagar (I 1) 555k Gl (Sei>
Sge Dligiz plasl (gl s )0 0)lad o5z (65 50l,8 sl (o y5laex ;o Sl Dlelie guiaily 5 (bjeel Sl gl
il 1093 1 03 @lie ) Sl (e (o Slalie a5 1z sl (65958 (Mol (Saalen 5 5 S0

f63lre SogSmw 50 (S )35 malp2 b ablio 6l (Lgiman igp SIS )0 (B> ga)Sal) 5 Al ¥
Sl g Soalos ( Mallirn Oy o drwgi &9 0

o> i G gl ln il cdim Wi oo silme SLA2 5 (pian (B9r sl Pl (Boi Dlaalae 5 ool 3 )8
S5, b agzlge ;o daome jeds 4 LS Conl (e el 00l g iyl s> (ol 358> )0 &S jghailes ( cogas
Gy el y5b & g B oo et (S5ian Gigp lawgi oS 0 il Al Laosls (g pslaez slrog g a8, iy (I
Sl oslial 5 Jmesss Slrald glaailols j 56 gla il 4 Saum, el duls Mol wbiassd ity ok 5 Slanoles
5 Eoias Logd Sl a5 ol 51 .(AMOroso, 2020: 96-97)wigs eols akas dilxbue slas S )0 ;0 (oias bgd
Er—an S50 SleSe b b e slo Al 4 (S ln ollin (Ssio Coz )l Cosi g (o0 S8 e o
ety St oolr Wl oo (rae Sh9n sl g anngs sl Sl oad adpdy (IS Jgol bl 09d 0 (5590
5 Sl ol (Blail el aile  Jgol Lol wilsi o cypl iS5 o0l3 oginan ogn cbailolo aulais (gl boyg S
s cSimn iop laieslid OS] clonaly 4y 2515 5 10 03Il las 4 B Jguol (o5l sl sl oy sS5easly
(Bhushan, 2024: 387) el g

1. The Lanzarote Convention (The Council of Europe Convention on the Protection of Children against Sexual Exploitation and

Sexual Abuse) entered in force on 1 July 2010, available at: https://www.coe.int/en/web/conventions/full-list/-
[conventions/treaty/201/signatures.

2. Lanzarote Convention

3 The Istanbul Convention (The Council of Europe Convention on preventing and combating violence against women and domestic

violence) entered into force on 1 August 2014 and it has been ratified by 34 countries. See the chart of signatures and ratifications
at: https://www.coe.int/en/web/conventions/full-list/-/conventions/treaty/210/signatures?p_auth=OwhAGtPd.
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