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Abstract:

The emergence and expansion of the metaverse has ushered criminal activity, especially economic
crime, into a new phase. The unknown nature of the metaverse and its virtual nature provide an ideal
space for criminals to conceal their true identities behind avatars and, through the informal economy
and the widespread use of virtual currencies, conduct their transactions and deals outside the reach of
legal oversight. In fact, this space allows offenders to move and settle large illicit amounts of money
and enables them to continue their criminal activities in the virtual realm, which, at present, is devoid
of regulation, under the cover of anonymity. Therefore, identifying the criminal potential of the
metaverse and striving to regulate its various aspects in order to prevent crime actively and
consciously is essential. This paper, written using a descriptive-analytical method and drawing from
comparative and international sources, particularly the FATF document, is divided into two sections.
The first part addresses the challenges in the metaverse and its potential for money laundering, while
the second part, based on the FATF guidelines, provides recommendations for preventing money
laundering. The findings of the research indicate the lack of necessary and essential regulations for
proper governance in this area, such that the application of outdated regulations, which have not been
updated to match technological developments, has led to ambiguity. This highlights the necessity of
proactive policymaking and regulation in this domain.
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1. Introduction

With the transition from the second generation of the internet and the entry into the third generation,
communication between individuals reached a new level. The metaverse, by creating a virtual world
parallel to the real one, has made virtual living possible. The metaverse is an evolved concept based
on the latest technology, blending the boundaries between the real and virtual worlds to the point
where no distinction can be felt between them. In essence, a new form of globalization is evolving—
one that does not rely on the physical world and has entered a new dimension of human life.The
metaverse has a high potential in the economic field, which has led to it not only providing a suitable
platform for the commercial activities of startups, legal companies and individuals; but also being a
source of income for governments, so that some studies have estimated the market opportunities of
the metaverse in the range of 3.75 to 12.46 trillion dollars. However, the concentration of wealth and
assets inevitably attracts economic criminals, and the metaverse is no exception to this rule. In fact,
despite all the positive developments that the third generation of the Internet has brought to humanity,
its “decentralized” nature, on the other hand, has created a favorable environment for smart economic
criminals, especially money launderers. These challenges can be discussed and examined from two
aspects. First, the main foundation of the metaverse economy is based on technologies such as
blockchain, virtual currencies, and smart contracts, which are based on the Internet and cyberspace.
This space, with its emphasis on digital identity autonomy, provides a platform for frequent and
numerous financial transactions among users—a feature that, in practice, complicates the
identification of metaverse account entities and the tracking of proceeds. At the same time, smart
contracts have made it possible to trade a variety of digital assets, including stable coins, fungible
tokens, NFTs, etc., which in many cases will lead to complex transaction patterns. The anonymity of
digital assets, along with the diversity of transactions with different types of assets, is a major obstacle
to identify the parties to the transaction, and the metaverse will inherit the regulatory challenges of
such technologies. The informal and anonymous economy of the metaverse also poses the next
challenge, namely how to regulate and policy-make in this area. The issue of which law governs the
parties in the event of a dispute is very complex and highlights the need for a comprehensive legal
framework at the level of the digital space. Therefore, solving the legal-criminal challenges and risks
of this technology through the domestic laws of countries does not seem very efficient. Beyond the
legal dimension, the criminalization and judicial response to virtual offenders constitute another
crucial aspect of regulatory governance in this domain. The core challenge lies in the feasibility (or
infeasibility) of transforming criminal justice policy amid the expansion of virtual space and the
growing entanglement between the physical world and the metaverse. This statement emphasizes the
mechanisms of crime commission, detection, and prevention, along with the foundations of criminal
response and the appropriate enforcement measures tailored to the metaverse environment. Economic
criminals, especially money launderers, who are always looking to hide the source of their illicit
assets, see the inherently anonymous metaverse as a suitable platform to cover their operations and try
to make it difficult to trace the proceeds by using a wide range of virtual currencies and smart
contracts. The lack of rule of law in this space and the lack of compliance with anti-money laundering
laws by virtual reality providers will lead to the migration of money launderers to this space in the
near future.

2. Methodology

This study conducted in two parts using a descriptive-analytical method and utilizing comparative and
international sources, especially the recommendations of the Financial Action Task Force (FATF).
The first part deals with the challenges in the metaverse and its potential for committing money
laundering, and the second part provides solutions to prevent money laundering based on the
documents of the Financial Action Task Force.

3. Results and Discussion

Given that the enforcement of punishment under Article 91 is contingent upon the failure to establish
criminal maturity, examining issues related to criminal maturity—including the principle of maturity
or immaturity, the process of proving maturity, the approaches governing the determination of
maturity based on the type of crimes, and finally, how to establish maturity in cases where there is a
time gap between the commission of the crime and the trial—is of great importance in light of studies
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derived from judicial case files. Pursuant to Article 2 of the "National Document on the Rights of the
Child and Juveniles," it appears that Article 91 [of the Penal Code] presumes immaturity unless
maturity is proven. To reconcile these provisions, two interpretations may be advanced: First, it could
be argued that Article 2 of the National Document inherently recognizes the lack of maturity and
intellectual capacity in adolescents, thereby rendering further inquiry unnecessary. Alternatively, the
presumption of immaturity stands unless rebutted by evidence of maturity. It may be suggested that
judges, by reinforcing this provision and incorporating it into judicial precedent, could eliminate the
need for forensic medical opinions and other evidentiary procedures. In judicial practice, we
encounter divergent interpretations regarding the determination of criminal maturity (rushd). Some
finalized rulings by the Supreme Court have been issued without any examination of maturity, while
certain chambers of the Court have emphasized the necessity of rigorous maturity verification. In
cases where the accused is referred to the forensic medical center a considerable time after the crime
has been committed, the commission lacks the ability to determine the maturity and mental capacity
of the individual at the time of the offense. In this situation, there is no unanimous opinion among the
branches of the Court and the Special Criminal Court (Juvenile Prosecutor's Office). Whereas,
establishing a principle to assist the judicial process in such cases, avoiding unnecessary delays,
would be highly beneficial. Article 91 of the Islamic Penal Code refers to the determination of
punishment by citing "the penalties prescribed in this chapter," but it does not explicitly specify which
article applies. Currently, judicial practice primarily relies on the "perpetrator’s age" when assigning
penalties. Specifically: If the perpetrator is a mature individual above the age of 15 (solar calendar),
the penalty is determined according to Article 89. If the perpetrator is a mature individual below the
age of 15 (solar calendar), the penalty is determined according to Article 88. Articles 88 and 89 of the
Islamic Penal Code (IPC) are formulated in accordance with the hierarchical classification of ta’zir
punishments, whereas hudud punishments cannot be fully aligned with this classification. The
judicial authority’s discretionary power to impose alternative penalties for hudud and gisas offenses
may lead to inconsistency in criminal verdicts.

4. Conclusions

The research findings indicate a lack of essential and necessary regulations for governance in
this domain. The application of previous regulations, which have not been updated in line
with technological advancements, has led to a wave of ambiguities. This underscores the
unavoidable necessity of proactive policymaking and regulatory measures in this space.
Undoubtedly, inaction in this domain will result in severe harm to the criminal justice
systems of governments, allowing sophisticated offenders to exploit regulatory gaps.
Therefore, proactive measures must be prioritized to address challenges before they escalate.
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