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The influence of commercial information-technology platforms on transforming lifestyles is
indisputable. Given the offenses committed within these environments, their impact on Iran’s criminal
policy is likewise undeniable. Nevertheless, the current Iranian criminal policy appears to be
ineffective in addressing offences committed through such platforms. Using a descriptive-analytical
method, this article examines the necessities and imperatives of criminal policymaking toward
unlawful activities conducted through commercial IT platforms. The findings demonstrate that such
platforms, by generating new configurations of power, interaction, and access, facilitate emergent
forms of criminal behavior and psychological manipulation. The article further concludes that Iran’s
criminal policy lacks the required capacities to confront the novel and intricate nature of these
platforms. Accordingly, redefining core criminal law concepts, establishing preventive mechanisms,
and formulating a platform-specific criminal policy are essential.
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1. Introduction

In today's world, information technology-based platforms and platform businesses have gained a
prominent position among human societies. Platforms enhance visibility, and while they can serve as
tools to fulfill human needs, simplify life, and make it more enjoyable, they can also be used to
commit crimes or offenses. Since physical borders between countries have no specific meaning on
platforms, they can be attributed with special power. Furthermore, the growth rate of platforms and
consumerism in this area is much faster than the pace of infrastructure development and the culture of
their use. The opportunistic behaviors of platforms, considering the volume of users and accounts that
use these platforms, can become tools for their criminal use if ethical and human principles are not
observed. Criminal thoughts and behaviors can create terrible tragedies with the help of platforms. On
the other hand, the main goal of creating a company as a platform-based company is to maximize
profit and benefit, and this profit and benefit may conflict with human values. For this reason,
commercial platforms, in a more specific way, can directly or indirectly cause the commission of a
crime. Since platforms have a computer-corporate nature and are also fed by human forces, they need
the regulation and formulation of specific criminal regulations or a modern criminal policy
commensurate with them. Traditional criminal law does not meet the regulatory or repressive needs of
society regarding the criminal activities of platforms. Considering that the possibility of committing a
crime exists in any context, whether real or virtual, and that commercial platforms are among the
specific contexts for committing a crime, the rate of which is faster than the culture of its use, it
requires criminal regulation and intervention of the criminal law and policy of a country.

2. Methodology

This research employs a descriptive-analytical method to answer the question: What are the
necessities and requirements of criminal policy-making in the face of criminal activities of
commercial information technology platforms? To this end, after the nature of commercial
information technology platforms is identified, this research explains the necessities of modern
criminal policy-making in the face of criminal activities of this category of platforms, and finally, the
requirements of this policy-making are expressed at the most general theoretical level. Library
resources have been used to collect materials in this research.

3. Results and Discussion

The research findings indicate that the possibility of committing crimes exists either by the
commercial information technology platforms themselves or by the users of the platforms in the
information technology context. However, the design and formulation of a coherent and efficient
criminal policy in Iran is necessary. Because with the emergence of platforms, psychological
manipulation and collective mind manipulation have become faster and easier, and through this,
encouragement and inducement to commit a crime or its justification are conceivable. The high user
coverage on the platforms makes it easier to dominate public opinion and manipulate people
psychologically. These actions can be realized through real and correct advertisements, false
advertisements, or propaganda. In addition to this issue, the growth rate of commercial platforms is
remarkably higher than the growth rate of the culture of their use, and this issue causes criminals to
abuse the created gap, and even before criminal norm-setting, they engage in committing crimes in
cyberspace. The power of platforms will increase due to the increase in their number of users. The
extremely high power of platforms can expand the commission of crimes to a very large extent. This
power makes it more difficult to detect crimes committed by the platforms themselves or by other
people through the platforms and also causes widespread harmful effects on the victims. In addition, a
specific category of crimes has emerged in the context of commercial platforms that cannot be
answered by traditional criminal law. In addition, commercial platforms engage in direct or indirect
commercial activity with economic goals, and their main goal is to earn the most profit and financial
benefit. Sometimes financial interests conflict and clash with some fundamental rights and freedoms
and ethical principles. If platforms do not respect the rights and freedoms of individuals, human
dignity, or ethical principles, and act in line with financial interests, they will cause irreparable
damage to individuals, organizations, and governments. Platforms have changed people's lifestyles
and tried to conquer people's personal and social lives. Platforms have provided access to information
for people much easier, faster, and more attractively, and this ease and convenience has, to some
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extent, caused people to become addicted to the digital space and information technology. Due to the
ever-increasing expansion and coverage of a vast range of aspects of human life by commercial
platforms, especially international platforms, and their extraordinary media impact, the possibility of
ideological propaganda, either affirmatively or negatively, has been greatly increased. This issue can
have a direct impact on encouraging and inducing people to engage in norm-breaking behaviors.

4. Conclusions

Given the aforementioned necessities, criminal policy-making in the face of the criminal activities of
commercial information technology platforms appears necessary. However, this policy-making must
be efficient, and in order to be efficient, it must follow certain requirements. Among the requirements
of effective policy-making in this area, the following can be mentioned: cultural groundwork and
social ethics promotion of the atmosphere governing the platforms within the framework of criminal
law, including in the process of crime prevention or even criminal suppression; the creation of
regional or international criminal law in order to neutralize the extraordinary power of the platforms
and create obligations to comply with the determined regional or international criminal policies; the
development of correct and principled supervisory mechanisms while granting maximum legitimate
rights and freedoms to the platforms and their users; respecting the fundamental rights and freedoms
of individuals in the digital space instead of excessive suppression and creating excessive restrictions
with paternalistic goals; redefining concepts, presenting new concepts and allocating rights
commensurate with the platforms; and finally, predicting a specific policy-making authority in order
to confront the criminal activities of the platforms.
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